PROTECTION OF PERSONAL ACT 2010

By Adv. Louis Nel
This is complex and sometimes contentious piece of new legislations. SATSA’s Advocate Louis Nel summarises the main points. 
The purpose of the Act is to give effect to and balance the right of privacy with right of access to personal information, and to provide for the drafting of codes of conduct. It is based on, and puts into practice, section 14 of the Constitution which states that everyone has a right to privacy. 

The Act must be read with the Promotion of Access to Information Act (‘PAIA’), the Electronic Communications Act (‘ECT’), the Consumer Protection Act (‘CPA’) and The Regulation of Interception of Communications Act (‘RICA’). Before I deal with the implications for business, let’s take cognisance of some of the important definitions: 

• 
‘Personal information’ (‘PI’) is defined, inter alia, as race, address, age, gender, sex and marital status and includes ‘personal views, opinions or preferences’ of a person. 

· ‘Data Subject’ is the person to whom the PI relates. 

· ‘Data Processing’ includes inter alia the ‘collection, 
· Receipt, recording, storage and dissemination of PI’ 
The Act applies to the party accessing the information, even if such party is not domiciled in RSA. Cross border and international access and exchange of information will not be allowed unless the non-RSA country involved has ‘proper safeguards’ in place.
The Act will not apply if it (i.e. access/disclosure) is in the public interest or if a Third Party can prove that the right to access outweighs the right to privacy. PI may only be ‘processed’ with the ‘voluntary and informed’ consent of the Data Subject and if the specific purpose of the process has been explained. It is also subject to the purpose being ‘adequate, relevant and not excessive’ and requires notification (to the Information Protection Regulator’ [‘IPR’]) prior to ‘processing’ (accessing, using, etc) PI. (However there is provision for exemption and it may well be that bodies, such as SATSA may be able to apply for such an exemption for limited and prescribed purposes). 

IMPLICATIONS OF THE ACT FOR BUSINESS 
What are the implications of the Act for business? As with the CPA, Codes of Conduct (‘COC’) are to be introduced. It may well be that, again as per the CPA, each commercial sector e.g. tourism will be engaged and tasked with drafting its own pro forma COC. The COC must also provide for a complaints procedure. 
Direct marketing is specifically dealt with due to its invasive nature (Compare CPA). It is described as communications which are electronic, via directories or which involve ‘automated decision making’. If a recipient chooses not to avail themselves of the facility, the marketer may not approach the recipient again via that medium – compare current spam legislation. 
A consent form will have to be drafted to be completed when PI is processed, which form will have to include such questions as all the PI (as defined above), the purpose of the process, confirmation that the DS’ consent has been given and the period for which the PI may be retained, e.g. ongoing travel arrangements. IT systems will have to be checked with reference to the safe transmission of and access to PI, security and integrity (a concept also used in the ECT) of PI. Staff will have to be trained, and elements of the obligations foisted upon the employer will have to be contained (if not already) in employment contracts. It could be incorporated in policies for intercepting electronic communications of employees that employers may already have in place in terms of RICA. 
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